ActiveCMS

Identity and access management made easy
IAM is made easy with Aventra’s ActiveCMS system. Automating complex management processes and
workflows saves an enormous amount of time and effort, and minimizes errors. ActiveCMS can adapt to
virtually any kind of need because it is highly scalable and fully configurable. With ActiveCMS you can
manage the whole process: identities, competences, access rights, premises, access control system, as well
as the production of your ID and visitor cards, and much more. Thanks to the intuitive and adaptable
browser interface, all management work can be carried out as effortlessly as possible.
ActiveCMS integrates to your existing infrastructure, and it is compatible with leading databases, token
personalisation peripherals, and services. It can be connected to most access control systems. ActiveCMS is
scalable and configurable, making it possible to implement complex processes and work flows. It fully
supports electronic ID cards, as well as electronic identification and certificates in general. ID cards can be
produced centrally or locally.
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Fully configurable
ActiveCMS manages premises, access control systems, identities and their access rights, competences, and
tokens, like ID cards and keys. ActiveCMS integrates seamlessly to the existing infrastructure,
complementing its functionality. The desired functionality can be achieved by configuring the components
to act and behave according to the specified need. First, the entities are created, such as organizational
structure, identity and token types, and their life cycles. Then the desired behaviour of these entities is
configured.
Below is a simple example of a life cycle of identities and ID cards. Any number of states (red boxes in the
picture) can be created to form the life cycle of the entities. The actual functionality consists of operations
(blue boxes) that move the entities from one state to another. This is achieved by assembling functional
modules together like building blocks. The modules communicate with each other and with the external
world. Supervision of the process can also incorporated, as shown here by the green ovals. Certain
operations can require the approval of one or more authorised operators.

Picture 1: An example of a life cycle of an ID card

Easy to use
Most activities in ActiveCMS are carried out with a browser.
The default user interface is intuitive and it can be
personalised to show just the desired information. A remote
controlled camera can be attached for ID photos. The photo
can be cropped on the form before storage. There are many
functions to manipulate the photo available, like sharpening
the image, or softening edges. These can be carried out
automatically.
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When the best possible usability is desired,
a totally tailor made interface can be
implemented. This is the case especially
when end users are using the system. This
way the efficiency and throughput can be
maximised, and errors and the need for
training minimised.

Wide connectivity
The modular structure of ActiveCMS makes it easy to connect to most databases and services using a
secure remote connection. Peripherals are connected via ActivePerso Manager, acting as a client to
ActiveCMS and connecting it to the physical world. A typical usage would be the collecting of information
for an ID card (RA point), connection to Active Directory, or printing and personalising ID cards.
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Security, electronic services
Security is of paramount importance in a management system. ActiveCMS can use strong authentication to
identify the operators and users e. g. using a smart card. Any action can be secured with an electronic
signature and stored in a log file. Critical actions can be set to require the approval of one or more
authorized persons. Also the ActiveCMS database can use encryption and electronic signatures.
Password is the traditional way to login to a workstation. As the demand for security increases, this is
becoming too risky. Longer passwords that have to be changed regularly also increase administrative costs.
Logging in can be made easy and secure with modern electronic ID cards. Instead of an account name and
password, the use has an ID card and a PIN, which can be self selected. As the card cannot be copied, as
long as the user has the card in his possession, he is 100% safe.
Using the ID card for multiple purposes brings
additional benefits in administration, processes, and
user experience. ActiveCMS integrates the existing
systems together and handles the communication
between them.
An electronic ID card can also function as a visual
identification. It can secure the login to services like
VPN. RFID technology introduces a quick means of
identification for access control, paying in the
cafeteria, entering the parking lot, or booking a
meeting room, for instance.

Technical details
Supported operating systems
 Windows Server 2003, 2008, and 2012
 Windows XP, Vista, 7, 8
Supported CA’s
 EJBCA
 Microsoft CA
 Insta Certifier
 Other CMP compatible CA’s
Supported peripherals and systems include:
 SAP, SQLserver, MySQL, PostgreSQL
 ActiveDirectory, LDAP
 Lenel, Timecon, JotBar
 Webservices

About Aventra Ltd.
Aventra specialises in information security
products and services. We are focusing
especially on Public Key Infrastructure and
RFID technologies. Most of our products
are developed in house.
Aventra offers a complete portfolio of
products related to secure identification
ranging from high security smart cards to
complete systems and solutions for issuing
and managing identities, cards and secure
tokens.
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