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ActiveSecurity MyClient™ 
Aventra has bundled a selection of token management products. MyClient is a complete software suite for 
enabling smart card usage and management. It consists of three components that function seamlessly 
together, which makes the deployment of PKI in modern office environment easy. A major benefit of this 
software package is that it enables the users to manage their own tokens and certificates, reducing the 
work load of the administrative staff. MyClient also features two secure authentication methods to replace 
the PIN. Our ActiveSecurity MyClient is, as we put it, Simply Secure. 

MyClient™ 

The MyClient middleware connects the secure tokens (smart card and microSD) to Windows XP, Vista, 7, 
and Server environments. It supports a wide range of card and PIN management functions. The 
middleware supports Crypto Service Provider (CSP) for Microsoft® CryptoAPI and PKCS#11 Token Interface. 
MyClient enables the use of smart card based PKI together with wide range of solutions and systems 
ranging from Windows smart card PKI logon, signing and encrypting documents, to secure VPN 
connections. 

MyClient™ Login Extensions 

The authentication between the user and the smart card has certain risks when using a standard PIN. A 
fixed PIN is vulnerable to shoulder-surfing and spyware attacks. MyClient Login Extensions add the 
capability to replace PIN by much more secure and advanced on-card authentication methods of the 
MyEID token. Currently two advanced methods are available: GridPIN™, a one-time PIN technology 
developed by GrIDsure®, and PalmPIN™, a biometric authentication technology based on PalmSecure™ 
developed by Fujitsu. Both technologies are match-on-card, which means that the secret is not present in 
the communication between the card and the system. 

MyClient™ Wizard 

The Wizard is an intuitive tool for certificate enrolment and token management. It makes the deployment 
of MyEID tokens and their advanced authentication options a snap. Wizard is able to notify the user when 
a certificate is about to expire, and the user can then allow the wizard to renew it. Users can easily take 
advantage of the possibilities of secure tokens and PKI without the need of any special education and 
training by using the Wizard. 
 
 



 
 
 

  
 

2 WHITE PAPER  ACTIVESECURITY MYCLIENT 

Aventra Ltd.  VAT Nbr: FI18940682 
Lanttikatu 2, 02770 ESPOO, Finland   www.aventra.fi 
Tel. +358 9 4251 1251   sales@aventra.fi  
 

 

 
GrIDsure® – no additional hardware 
The security of PIN based user authentication can be significantly improved by 
using GrIDsure® technology, in which the user’s PIN is different in each 
authentication. Instead of a fixed PIN number, the user remembers the location 
of four pre-selected squares in a 5x5 grid. When a PIN needs to be entered, a grid 
of random numbers appears on the display. The user picks the numbers for his 
PIN from pre-selected locations on the grid. As the numbers on the grid are 
different each time, the PIN also changes after each authentication. GrIDsure® 
comes with a complete software tool to assist in square selection and 
management. 
 

PalmSecure™ – biometric authentication 

PalmSecure™ technology provides an extremely secure and reliable biometric 
authentication method based on palm vein pattern recognition. PalmSecure™ 
features many benefits over the most common biometric technology, 
fingerprints. Palm veins can always be detected, even through a surgeon’s 
glove. 
 
 

Technical details 
Supported operating systems 

 Windows Server 2003 and 2008 

 Windows XP 

 Windows Vista 

 Windows 7 
 
Supported standards and specifications 

 ISO/IEC 7816-4 to 7816-9 

 ISO/IEC 14443 T=CL  

 Available token form factors: ID-1, ID-000, SD, miniSD and 
microSD 

 Industry PKI standards, PKCS 
 
Other features 

 512 to 2048 bit RSA cryptographic operations with on card 
key generation 

 DES, 3DES, AES128, and AES256 symmetric encryption 
algorithms 
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About Aventra Ltd. 
 
Aventra is a high tech company 
specialising in information security 
products and services. We are 
focusing especially on Public Key 
Infrastructure technologies. Most of 
our products are developed in house. 
 
Aventra offers a complete portfolio of 
card products ranging from simple 
plastic cards to high security smart 
cards and tokens. Our most recent 
product line features security 
solutions for mobile applications.  We 
also provide complete services and 
systems for issuing and managing 
cards and secure tokens, including 
card printers and materials. 


